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Podepisovani a sifrovani elektronickeé posty za
pouziti certifikatu od certifikacni autority Thawte

Jarda Kacer
jarda@kacer.biz

Cesky Warpstock 2007
Mlada Boleslav, 6.-7.10.2007
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* Typ asymetrické kryptografie, ktery poskytuje:
- Autentifikaci
- Nepopiratelnost

* Dva klice, ktere jsou vygenerovane najednou:

- Soukromy — private — ma ho pouze vlastnik
- Verejny — public — muze ho mit kazdy
* Algoritmy:
- Podpis
- Overeni podpisu
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* Ve velkém méfitku je vymeéna klicu ,kazdy s
kazdym" neefektivni

» Certifikat je tvrzeni o vzajemném spojeni
nejake identity s verejnym klicem

» Vystavuje ho nekdo, komu se veri
- Certifikacni autorita v PKI systémech
- Ostatni uzivatelé v sitich vzajemné duvéry

» \/ystavovatel ho podepisuje svym
soukromym klicem

* Muze byt odvolan — CRL



» Certifikaty se mohou retezit

* Ten, kdo vystavil nékomu certifikat, ma svuj
vystaveny take od nekoho

e Stromova struktura s korenem
« Korenoveému certifikatu se apriori veri

— Certifikaty naimportovany primo v softwaru pri
nainstalovani



utorita

» \Vystavuje certifikaty ostatnim
* Veri se ji — Trusted third party
* Priklady:

- VeriSign

- Thawte

- GeoTrust

- Comodo

- Vlastni CA pro firmu, univerzitu — Problem: Pro
ostatni neni mozno overit platnost
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* VVystavuje certifikaty pro podpis a sifrovani
posty zdarma

» Jeji certifikaty jsou standardné ve véetsine
programu — Mozilla FF/TB/SM, MS Outlook, ...

e Zalozena v r. 1995 Markem Shuttleworthem v
Jizni Africe

* Vr. 1999 koupena VeriSignem

» \Vystavela navic tzv. Web of Trust
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“dostat C kat

* Nejdrive je treba mit u Thawte konto
 VVazano na emailovou adresu

* Pozdeji Ize pridat i skuteCné jméno, viz dale
Web of Trust

* Thawte generuje oba kliCe i certifikat

* Verze pro vice programu: Mozilla XXX, MS
XXX, Opera, Lotus Notes, ...



[ Terms and Conditions - Thawte Personal Certs ]

Yorertliawte.com - Terms and Conditions - ThavJelPerst

Terms and Conditions of Personal Certification

yeRRATawTe.com - Requesting ID Information = Seapimm

[ Requesting ID Information ]

These Terms and Conditions will become effective on the date you sulf

certificate application to thawte. By submitting these Terms and Condi| 1

certificate application) you are requesting that thawte iEsue a Personal
(certificate) to you and are ex pressing your agreement to these terms.

yerenthianve.com - Hew Registrafior

[ New Registration in Thawte's Per

TERMS OF USEFOR THAWTE PERSOMNAL CERTIFICATI
AND WEB OF TRUST SERVICES

Mote! You must read these "Terms of Use for thawte Personal
Certification and Web of Trust Services" before applying for,
accepting, or using any thawte Personal Email Certificate (herein
"certificate"). If you do not agree to all of these terms and condiy
then do not apply for, accept, or use such certificate(s). By click
"Agree” below or by accepting or using a certificate, you agree t
bound b these terms and conditions, which constitute a legal
agreement between vou and thawte ( hersinafter "agreement”).

You must be at least 13 vears of age to participate, I vou are at
13 years old, but under 18, parental permission is required and al
references to "vou" shall include your parentis). By clicking "A
below , vou confirm that(a) vou are at least 13 vears old, (b) you

Proceed With Enroliment

If you are satisfied with the relationship you will ba creating with hawd
enroll, please press "Mext” below tosign up as a thawte Personal Cer|
customer. You will then be able to request certificates to any of the moy
cryptographically-enabled applications avaikble today - from Mozila Fi
Thunderbird to Micresoft Outlook. Once again, thanks for choosing th

By Clicking "Mext® you agres to accept these Terms and Conditions. If
agres and accept these terms and conditions , do not click "Mext®.

b &= & B3 &F | Done

Personal Cert System Enmoliment

The first stage in this process & the establiEhment of y
information will be captured only once and reused eveny
certificate. It i difficult to change this information and in
by us. Please complete this enrollment ONCE only.

If you are likely to enter characters that are not ASCII |
Fage or subsequent pages of the enrcliment process, o
encoding or charset from the drop-down list box balow.
charset to choose click here to get a list of recommend
default charset choice i the recommended charset for
preference.

Email Address/thawte Usermame

Please entar your email address in the space balow. This email address will not only
b= used in your personal certificates for secure email, but will alse be used as your
thawte username for kgging into the Personal Certificate System. thawte will not
send any unsolicited email for announcemant or advertising purposes. We will,
however, send critical security announcements to you if we fesl your privacy or
security might have been compromised. You can disablke even that kevel of messaging
in the preferences system once you have been enrolked

fiest@nsstorg]

Please give your full email address. If you miss-ty pe it you will not b2 able to
obtain secure mail certificates for your mail client. You can always add secondary
email address and deactivate this email address once you have enrclied.

Email Address/thawie Usemnmame

Charset For Text Input:

Name And Nationality

Please note that you need to be 13 years or older to enroll in the personal cert

system.

FPlease complete the form below:

Usze the default for my language j

Sumame or Family HMame I

First Names or Given Names I

Date Of Birth

Flease give your date of birth. You need to s pecify
the full year, including century. For example, "1273°
or "1842",

Nationality

| United States

b= & ) &2 | Doe

E ==
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change password
edit 1D info
change thawte ID

certificates

my emails

wot console

2007 -10-1

a detfailed status page for that entry.

* Personal kdentity Information

For more details on the assurance of your personal identity information, click here .

Sumame: Kacter Nationality: Czech
Forenames: Jarcs av No identity Number stored.

Thawte ID: JAROSLAV@KACER EBIZ Date of Birth: 187810419
Preferred Currency: Czech Republic Koruna Trust: Untrustecd

* Employment Information

If your company uses the thawte Starter PKI for S/MIME and Client Authentication then you can have your title and position
within the company certified, and can include this information in your certs. Click on your employ ment information to get
detailed assurance information.

Employment Relationship: Trust:
No Employment Information.

* Email Addresses

Your digital certificates can contain an email address, which i useful for S'MIME secure messaging. You need to have at
keast one trusted email address in the system bafore you can request certificates for S/MIME. You need to ping an email
address before we can put it in your certificates. "Pinging” just means that thawte sends emalil to the address which
requires a response from you. If you successfully respond, then we consider that email address "yours®, in the sense that
you can read email sent thera.

Address: Trust:  Date:
proshvi@kacer.biz Freomall 2007.0517

* Certificate Information

Below is a list of certificates you have requested, fitered if necessary. You can select a certificate to view more status
details. You can change the fitter on the list of certificates shown balow by selkecting the relevant certificate status from the
dropdown box below and pressing “Fitter®. By default all the certificates you have ever requested are shown.

All Certificates Requested j

Type: Status: Date:
Navigator: issued Thu, 17 May, 2007, 19:53:15 GMT
Request Another

* Web of Trust Information

For a full list of your Web of Trust information elick here.
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f1ffp At e.com - certificates available for requesie

a) JDUURIIIAIRD e LT Ll S LUSRUSHT TUILIT LD S S Ay ILIME D e UULYLE S DU RG L L S FUUL S Ja'g

- 8 Disabler |+ Conkies= 3 C5S= (4 Forms= #% Images= @ Information= [Z] Miscellaneous= @2 Outline= C3 Res [ certificates available for request ]
“£) | % Certificates Awailable For Requesr]

worldwide sites: quick lagin: X.509 Format Certificates

thame I make your sekection. .. j I make your sekection ==
its a trust thing

For an X.509 certificate, pkase choose your software from the list balow:

Home Products Partners Buy Henew Trials Guides

& Mezilla Firefox/Thunderbird, Netscape Communicator/Messenger

Personal E-mail Certificates g — B — € Microsoft Internet Explorer, Outiook and Outicok Express —
[ secure e-mail communication | « FiBookmarks S 05f2.CZ % Disk g Lotus Motes RE A -
- 3£ Disable~ [z Cookies= 5 0SS~ ¢ o~ CperaSoftwars Browser | 1T view
m requesta certificate _&l[ % Certificate Request Stafus C et SalsRassans Web Froxy =

my acoount
You are about to request a certificate at the Freemail |

} Below you will se= a list of each of the kinds of certifica
certiflicates as fow as you like now that you have come this far @ thawte

request a certificate it's a brust thing

map |

. . k ¥.509 Format Certificates
view certificate status Home Products Partners Buy Renew Trials Guides Support Contact us

revolic a certiflicate

Personal E-mail Certificates
my emails [ secuwre e-mail communication |

+ Developers of New Security Applications ONLY

wot console

These are enrclment processes that allow developers) H view certificate status
Flease do not request these certificates unless you my account

Belw i a list of certificates you have requested, filtered if necessary. You can select a centificate to view more status
details. You can change the fiter on the list of certificates shown below by selecting the relevant certificate status from the

certificates dropdown box below and pressing "Filter®. By default all the certificates you have ever requested are shown.
e i
About thawte | Consumer Awareness | © thawte, Inc. 1995-3  view certificate status All Certficates Requested ]
revoke a certificate Type: Status: Date:
Navigator: issued Thu, 17 May, 2007, 12:53:15 GMT
my emails Request Another
waot console

2007-10-0

About thawie | Consumer Awareness | © thawie, Inc. 1995 2005 | Repository | Privacy Policy | Legal Notices
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- 98 Disable~ | Cookies= 53 CS55- & Forms- &% Images- @ Information= ] Miscellaneous- 52 Outline= C3Resize= (2 Tools- [T Yiey
4 | % choose Certificate to Revoke ] % |

worldwide sites: quick login:

thame I make your sekction. .. j I make your sekection == j [ sitemap ]

its a trust thing

Home Products Partners Buy Henew Trials Guides Support Contact us

i Personal E-mail Certificates

[ secure e-mail communication |

B revoke a certificate

my acoount
If you believe that your private key has been compromised, or you believe that the contents of a certificate are no kbnger

} accurate, then you should revoke the certificate. We sometimes revoke certificates automatically. thawte distributes a list of
certificates certificates that are invalid, called a Certificate Revocation List, to subscribers. It & ako avaikble off our web site, here.

request a certificate Attempting to use a revoked certificate will cause security alerts to be flagged.

view certilicate status
revoke a certificate Please choose the certificate you wish to revoke from the list of current, valid, unrevoked certificates balow:
my emails Mavigator 2007.05.17 Serial 148364 20383206506000563 15783 78163 386459

Clicking on a certificate will take you to a page that gives the exact contents of the cert and allows you to confirm revocation.
wot console

2007-10-1

About thawie | Consumer Awareness | © thawie, Inc. 19952005 | Repository | Privacy Policy | Legal Motices




* Nejdrive je soucasti certifikatu jen emailova
adresa, jméno uzivatele = ,Thawte Freemall
Member®

» Existuje sit Thawte notaru, kazdy muze pfidélit
urcity pocCet bodu
- Nutno zaregistrovat na webu 2 doklady
- Pak obchazet notare
- Po 50 bodech narok na jméno — novy certifikat
- Po 100 bodech se Clovek stava notarem
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=jaroslav@kacer.biz
- Server Settings
- Coples &Folders
5--Cumpnsitinn & addressing
- Offline & Disk Space
- Return Receipts
- Security
[ jaroslav.kacer@devoteam.cam
[ jkacer@civ.zou.cz
[ rooti@kacer.hiz
I+ jkacer@tiscali.cz
I» jarda_kacer@valny.cz
I jarda_kacer@guick.cz
[» kacer.j@chello.cz
I» jaroslav.kacer@bpdyou.cz
I» Local Folders
[» news.ecomstation.com
I* news.openwatcom.org
Outgoing Server (SMTR)

HMail & Hewsgroups Accounf Seffings

Tao send and receive signed or encrypted messages, you should specify both a digital signing
certificate and an encryption certificate.

~ Digital Signing

Use this certificate to digitally sign messages you send:

[Thawte Freemail Member's Thawte Consulting (Pty) Ltd. 1D | | Select...

I | Clear
Digitally sign messages Chy default)
- Encryption
Use this certificate to encrypt & decrypt messages sent to you:
[Thawte Freemail Member's Thawte Consulting (Pry} Ltd. ID | | seledt... | | Clear

Default encryption setting when sending messages:
(® Mever (donot use encryption)

(O Reguired (can't send message unless all recipients have certificates)

o

Certificate: | Thawte Freemall Member's Thawte Consulting CPty) Ltd. ID [6F:90:EC:T2:E3:hdF:D7:0C:05:8C:F3:6F:FE: 1F:93] |v|

Details of selected certificate:

Purposes: Sign,Encrypt

Issued to: E=jaroslav@kacer.biz,CM=Thawte Freemail Member
Serial Mumber: 6F:90:EC:T2:E3:64:4F:DT:0C:05:8C:F3:6F:FB:1F:93
Walid from 17.5.2007 21:51:54 to 16.5.2008 21:51:54

lssued by: CHM=Thawte Personal Freemail [ssuing CAD=Thawte Consulting (Pty) Ltd.,C=Z4
Stored in: Software Security Device

(P B

ok ||

Cancel ]

TECTITO T (O aTIT

oK

| |

Cancel

'l

Help
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Caftegary

[ Appearance
[» Mavigator
[ Composer
= Mail & Mewsgroups

-Message Display

- Notifications

- Composition

-Send Format

-Addressing

- Labels

- Retumn Receipts

- Offline & Disk Space
= Privacy & Security

- Farrms

- Passwords

- Cookies

-Images

-Popup windows

- Iaster Passwords

“walidation
ChatZilla
[» advanced

Preferences

- Client Certificate Selection

Decide how Seaionkey selects a security cedificate to present to weh sites that reguire one:
(® Select sutomatically O Ask Every Time

- Manage Certificates

Use the Cedificate Manager to manage your personal certificates, as well as those of ather
people and certificate authorities.

| Hanage Certificates... ]

- Manage Security Devices

Use this button to manage your security devices, such as smart cards.

| Manage Security Devices... ]

OK ]| Cancel ]| Help ]
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Cerfificate Manager,

Your Certificates | Other People’s IWEI] Sites IAurhu I

You have certificates from these arganizations that identify

Certificate Mame | Security Device

= Thawte Consulting (Pty) Ltd.

Your Certificates | Other People’s | web sites | authorities |

Cerfificate Manager

‘You have certificates on file that identify these people:

" Thawte Freemail Member

e Security

Certificate Mame

| Purposes

| E-Mail Address

= Thawte Consulting {Pty) Ltd.
- Thawte Freemail Member
- Thawte Freemail Member
-Martin Kuba
- Thawte Freemail Mermber
- Thawte Freemail Member
- Thawte Freemail Member

Sign,Encrypt
Sign,Encrypt
Sign,Encrypt
Sign,Encrypt
Sign,Encrypt
Sign,Encrypt

Certificate Manager

filip.molcan@blue-paint.cz
fipa@mac.com
makub@ics.muni.cz
ondra@nekola.cz
ondra@nekola.cz
petr.fischer@praguesoft.cz
polesovsky@ecommerce.cz
polesovsky@ecommerce.cz
timur@tahi.org

[r] &

L | Your Certificates | Other People’s | web Sites | Authorities |

You have certificates an file that identify these

Certificate Mame

= |cewarp Ltd.

Certificate Manager

Your Certificates l Other People's IWEIJ sites | Authuriries]

“Icewarn Ltd. ‘vou have certificates on file that identify these certificate authorities:
= 5un Microsystems
“phmpdev Certificate Mame | Security Device |E=
= 70U VThawte =
“imap.zou.cz - Thawte Timestamping C& Builtin Ohject Token
5--panal.zcu.cz VThawte Consulting
SETNAM.ZCLLCT ;--Thawte Persanal Freemail Ca Builtin Ohject Taken
i-Thawte Personal Basic CA Builtin Object Token
- Thawte Personal Premium Cé Builtin Object Token o
“Thawte Personal Freemail Issuing CA Software Security Device =
Yiew ] [ Edif ] | Import = Thawte Consulfing cc
- Thawte Server CA Builtin Object Token
" Thawte Premium Server CA Builtin Ohject Token e

| view || Edit | [ Import

I

Delete

l

OK | [ Help

!

IJ




# Cerfificujs e dihawte Freemail Member's Thawife Consuinimg (, I

Generall Derails]

This certificate has heen verified for the following uses:
Email Signer Certificate
Email Recipient Certificate

Issued To

Common Mame {CH) Thawte Freemail Member

Organization (07 <Mot Part Of Certificate >

Organizational Unit (OU)  <Mot Part OF Cedificate

Serial Mumher BF:90:EC:T2:E3:64:4F:07:0C;:059:8C:F3:6F:FB: 1F:93

Issued By

Commaon Mame (oM Thawte Personal Freemail lssuing Ca
Organization (07 Thawte Consulting (Pty) Ltd.
Organizational Unit (OU)  <Mot Part Of Cedificate

Validity
Issued Cn 17.5.2007
Expires Cn 16.5.2008

Fingerprints
SHA1 Fingerpring
D5 Fingerprint

S&:E4:56:B8:BC:50:ED:99:16:89:C1:31:B0:46:5E:60:F1
N6:33:26:068:FET:2C:41:92:C TR FT 94 85:80:68

#) Ceriificujss

iEwenShhavte Freemail Member's Thavehe GConsoiing i."

GLeneral | Derails]

Certificate Hierarchy

i) Litl, 1)

= Thawte Persanal Freemail Ca
= Thawte Personal Freemail [ssuing Cé
" Thawte Freemail emhber

Certificate Fields

-Serial Murnber

;--Cer’rificate Signature algorithm

lssuer

- validity
. i-Maot Before

LNt After
-Subject

wSubject Public Key Info

- Subject Public Key Algorithim
“Subject's Public Key

- wExtensions

Field ¥alue
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|

Help
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Device Manager,

Security Modules and Devices

Details

| Yalue |

Log In
= MSS Internal PECS #11 Madule Status Mot Logged In : I
- Generic Crypto Services Description PSI Private Keys l Log Ouf |
’-._.:.ft-....- ire Security Device Manufaclturer Mozilla.org | Change Password |
= Builtin Roats Module Hws versian 3.10
“Builtin Object Taken P ersion 0.0 | Load |
Lahel Software Security Device
rManufacturer Mnzilla.oro l Unload l
) Device Manager )
Security Modules and Devices Details | value | Log In |
= M55 Internal PKCS #11 Module Status Mot Lagged In
-Generic Crypto Services Description PSM Private Keys l Log Ouf |
" Software Security Device Manufacturer mozilla.org | Change Password |
= Builtin Roots Module Hw/ Wersion 310
“Builtin Object Taken P Wersion 0.0 | Load |
Lahel Software Security Device
& Prompli (3] l T |
|  Enable FIPS |

B Please enter the master password for the Software Security Device.

[ (0] .4 | [ cancel |
Device Manager
Security IModules and Devices Details | value
= M55 Internal PKCS #11 Madule Stafus Logged In
5--Generi|: Crypta Services Description PS¥ Private Keys
- Software Security Device Manufacturer Fozilla.org
= Builtin Roots Module Hw/ Yersion 3.10
“Builtin Object Token Fw Yersion 0.0
Lahel Software Security Device
mManufacturer Faozilla.org
Serial Mumhber Qooooanoooanonono
Hw version 8.3
P Wersion 0.0

&

[ Log In |

| Log Out |

| Change Password |

| Load |

[ Unload |

|  Enable FIPS |
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Cate

gary

= 4]

[» &ppearance
[» Mavigator
[» Composer

all & Mewsgraups

-Message Display
- Matifications
- Camposition
-Send Format
-&ddressing
-Labels
-Return Receipts
“Offline & Disk Space
= Privacy & Security
-Farms
-Passwords
-Cookies
-Images
-Popup wWindows
- Master Passwords
-S55L
- Certificates
~Yalidation
ChatZilla
b Advanced

Freferences

- CRL

Use the CRL Manager to manage the Certificate Revocation Lists (CRL) that are stored in vour
certificate database.

| MBHEHE CRLs... I

- QC5P

SeaMaonkey can use Onling Certificate Status Protocol (OCSP) to verify certificates. Set
Seatlonkey to use OCSP as follows:

(=) Do not use OCSP for certificate validation
(O Use OCSP to validate only certificates that specify an QCSP service URL
(O Use OCSP to validate all certificates using this URL and signer:

Response Signer: | [+ o Wiage i E P00
Service URL: | | Manage CALS
Organiza... | Organization... | Last... | Mext... | Auto... | Auto Updat... |
Delefe ][ Settings ][ Update ]| Import ]| Help ]

OK ]| Cancel ]| Help ]




Eetswreb - Inbox for jaroslavi@kacer.biz - Seal-onkey

Tools Window Help

e 9 o

3epl Reply & Forward FHent Jurk Delete
_ @ Clear
Hessage Is Signed Priority | =
This message includes a valid digital signature. The message has not heen altered since it was sent. -
Signed by: Thawte Freemail Member
Marmal

Ernail address: fipa@mac.com
Certificate issued by: Thawte Persanal Freemail [ssuing Ca

| Yiew Signafure Certificate I Normal

MHMessage Mot Encrypted
This message was nat encrypted before it was sent. Information sent over the Internet without

encryption can be seen by other people while in transit.

ok | [ men |

£ N
= Subject: Re: web
From: Filip Molcan <fipa@mac.corm s f

Date: 17.9.2007 19:52
To: Jaroslay Kacer <jaroslav@kacer.bizs

ahoj,

On 17.92007,at 19:48, Jaroslav Kacer wrote:

Wsimnul jsem si,ze nam ale nejak zmizel Warpstock 2006, Ma tom FTP je nejake] soubor warpstock2006.tar.bz,
neni ten obsah nahodou v nem? Ja ze bych ho stahnul, rozpakoval a nasazel to tam...

Anot mvammn manmnn on ta ralialila meatnga o lharla wrallen rlidn e vammalaiag o maleas 4

R )
| Inread: IZI| Tatal: 23 |:ClE:| o




Sifrované

= Compose: Ukazak na Warpstock - Zadost o podepsany a zasifrovany: enail

.| File Edit ¥iew Options Tools Window Help

& @%wa% @a J,

PEa

<

S Send Address Aftach Spell Serurity Save
From: [ Jaroslay Kater <jaroslav@kacer.biz: |v] Attachrments:
- To: | "Filip Molian (0572, @Mac)" <fipa@mac.corm
Predtim jsme museli dostat
certifikat prijemce emailu, jinak
.| Subject: |Ukazak na‘warpstock - Zadost o padepsany a zasifravany email byChom nermmo li Sifrovat! Pro
Ehﬂj Fipﬂl S| ' ' ]- I r r ]- S’ IC

wsrm

pfijemce.

Muzes mi prosim te poslat podepsany a =zasifrovany email? Je to Jjenom pro

potreby screenshotu na—= A
o

Diky moc! Jarda . : .
Please note: Subject lines of email messages are never encrypted.

Jaroslav Eafer The contents of vour message will be sent as follow s:
Digitally signed: “Yes
Encrypted: Yes

gmolnice, Czech Republ
Fhone: +420.723.914.12

Mail: Jjaroslave@kacer. Cefificates:

)

Recipient | Status | Issued | Ex

pires

fipa@mac.cam alid 11.10.2006 11.10.2007

Views |

ok | [ Help |

m =2 g = o7l

| | @D ==




dl

V t slozce

opod... - "“Filip
= Subject: Ukazak na Warpstock - Zadost o podepsany a zasifrovany email
From: Jaroslav Kafer <jaroslavi@kacer.hiz> J
Date: 22:40 @
To: "Filip Moléan (0542, @ac)" <fipa@mac.com:

ahcj Fipo!

Muzes mi prosim te poslat podepsany a zasifrovany email? Je to jenom pro potreby
screenshotu na Warpstock. Neco peknyho napis

Diky moc! Jarda

Jaroslav Kacer

gmolnice, czech Republic, EU
Fhone: +420.723.5914.123
Mail: Jarcslavekacer .bi=

| Unread: 2 | Torak 610 [=E= 2

e Je ulozen zaSifrované

- Presto ho Ize v
Mozille precCist (?7?7)

- V nejakych jinych
programech ho
precist nelze: webova
postovni aplikace
apod.
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= Subject: Pokus
From: Molcan Filip <fipa@mac.com:
Date: 06:59

To: Jaroslay Kader <jaroslavimkacer.biz>

LN

ahod] ,

. L | FC{2: Pokus.eml
zdrawvim o8/2kare a preji pekny dEIUiew: E: \Tenp\Pokus. enl

Received: from freza.core.ignum.cz [192.168.1.36] by pinda.core. ignun.cz
(SMTPD32-8.15) id A334BF110134; Thu, 04 Oct 2007 0D6:59:32 +0200
Received: from smtpoutm.mac.com (smtpoutm.mac.com [17.148.16.77])
by freza.core.ignum.cz (Postfix]) with ESHTP id 26ADDS535AD3
for <jaroslav@kacer.biz>; Thu, 4 Oct 2007 06:59:22 +0200 (CEST)
Received: from mac.com (smtpinB@3-en2 [10.13.10.1481)
by smtpoutm.mac.com (Xserve/smtpoutfld/Hantsh¥ 4.0) with ESHTP id 1944xNEqB22015
for {jaroslawvi@kacer.biz>; Ued, 3 Oct 2007 21:59:23 -0700 (PDT)
Received: from [192.168.2.193]1 ([88.103.199.209])
(authenticated bits=0)
by mac.com (X¥serve/smtpinB@3/Mantsh¥ 4.0) with ESHTP id 1944:xl H=DO9585
for {jaroslawvi@kacer.biz>; Ued, 3 Oct 2007 21:59:22 -0700 (PDT)
Mime-Version: 1.0 {Apple Message framework w?52.3)
Content-Type: application/pkcsi-mine; name=smime.pin; snime-type-enveloped-data
Message-Id: <D9FFC870-AF6F-4A4C-B952-6EE6EAA84C] ¥@mac. con>
Content-Disposition: attachment; filename=smime.pim
Content-Transfer-Encoding: basebd
From: Molcan Filip <fipa@mac.com>
Subject: Pokus
Date: Thu, 4 Oct 2007 06:59:19 +0200
To: =?I50-8859-270%7Jaroslav_Ka=E8er?= <{jaroslav@kacer.biz>
®-Mailer: Apple Mail (2.752.3)
®-Spam-Status: R2/42
®-RCPT-TO: <jaroslav@kacer.biz>
Status: U
¥-UIDL: 406765043

My=sli&, Ze fungulji i hacky a carky

Filip Molcan
http: //www.molcan.c=
http: /fwww.oss.cE

MIAGCSqGSIb3DOEHAG6 CAMIACADAxggHkMIIBjglBADB2 MGI =CzAJBgHUBAY TALpBHSUwIwYDUQQK
ExxUaGF3dGUg)2 9uc3VsdG LluZyAoUHRS KSBHAGOuMSwwK g DUDODEYHUaGF 3dGUgUGUYyc2 9u Wug
RrJLZW1 halwgSEHzdULluZyBDOOIOPs/ cl WpPolWvnxutl L fwdDANBgkghk iGIwOBADEFAASCANBY
gbtDrxwl xsUSNwibr JbwIn9tSTuligUEUE?Y jUL TxcwIVEbMMrYEXQkuMIpTud2BP9qY dU3V7cGz j
FyidEMyZ6Agk0bWUnrbzlIiE+TendAQnX0sFUJh]6WUXoF2LT §a+IKiI5RbIywoedgOaHAYJNal3K
E/ /8HHnqUWAF r/DeasPNYHczEL + 1 jAD1 HahRwJfaIKnEcnind T9Ub{At rO0yBReNLggmA39IFHTepIP
wnu2 fz9UhuSbngoDZ2 dd56205Y x5 0t HkKnnMKnSR9edygl¥zcFonUnU/ fT1D/ 1 LsHMGoAitGr2hrP
not0jRUnAbg3B+TY 1GKxXMmb + athG+f JUeMIMIIBjgIBADBZMGI xCzAJBgHUBAY TALpBHSUWIwYD
VOOKE::xUaGF3dGUg)2 9uc3VsdG lufyAoUHRIKSBMdGQuMSwwk g DUNNDEYHUaGF 3dGUgUGUYc29u
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= Pokus = Maolcan Filip = /59
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=~ Subject: Pokus
From: Maolcan Filip <fipa@mac, com s

[- Date: f/:59 “{*“‘E'

To: Jaroslay Kacer <jaroslavidkacer, biz =

Message Security

Message Has Mo Digital Signature

This message does not include the sender's digital signature. The absence of a digital
signature means that the message could have been sent by someone prekending to
hawe this email address, It is also possible that the message has been alkered while in
kransit over the nekbwork, However, it is unlikely that either event has ocourred.

Message Cannot Be Decrypted
This message was encrypted before it was sent ko wou, but it cannot be decrypted.
There are unknown problems with this encrypted message.

| ok ][ Hep




* Nesifruji se hlavicky emailu, pouze telo

 Vlastnost zasifrovani se ztraci:
- Vytisténim na papir, screenshotem :-)
- UloZzenim na disk u nékterych emailovych klientu;
Mozilla ulozi mail v zasifrované podobé

- Forward jako novy nesifrovany email

« Pokud se forwarduje zasifrovany email, Mozilla sama
zapne Sifrovani. Pak musime mit verejny kliC prijemce.

« Pokud Sifrovani forwardu vypneme, prijemce dostane i
puvodni zpravu (napf. jako pfilohu), i kdyz nebyla
puvodné urCena jemul.
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* Je to zdarma
* Funguje to perfektne i na OS/2
* Prispiva k image pisatele

- Stoji si za tim, co pise

Pouzivejte digitalni podpis!



